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An essential anti-phishing desk reference for anyone with an email address

Phishing Dark Waters addresses the growing and continuing scourge of phishing
emails, and provides actionabl e defensive techniques and tools to help you steer
clear of malicious emails. Phishing is analyzed from the viewpoint of human
decision-making and the impact of deliberate influence and manipulation on the
recipient. With expert guidance, this book providesinsight into the financial,
corporate espionage, nation state, and identity theft goals of the attackers, and
teaches you how to spot a spoofed e-mail or cloned website. Included are detailed
examples of high profile breaches at Target, RSA, Coca Cola, and the AP, as
well as an examination of sample scams including the Nigerian 419, financial
themes, and post high-profile event attacks. Learn how to protect yourself and
your organization using anti-phishing tools, and how to create your own phish to
use as part of a security awareness program.

Phishing isa social engineering technique through email that deceives usersinto
taking an action that is not in their best interest, but usually with the goal of
disclosing information or installing malware on the victim's computer. Phishing
Dark Water s explains the phishing process and techniques, and the defenses
available to keep scammers at bay.

- Learn what a phish is, and the deceptive ways they've been used

- Understand decision-making, and the sneaky ways phishersreel you in

- Recognize different types of phish, and know what to do when you catch one

- Use phishing as part of your security awareness program for heightened
protection

Attemptsto deal with the growing number of phishing incidents include
legidlation, user training, public awareness, and technical security, but phishing
still exploits the natural way humans respond to certain situations. Phishing Dark
Watersis an indispensible guide to recognizing and blocking the phish, keeping
you, your organization, and your finances safe.
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Phishing Dark Waters: The Offensive and Defensive Sides of Malicious Emails By Christopher
Hadnagy, Michele Fincher

An essential anti-phishing desk reference for anyone with an email address

Phishing Dark Waters addresses the growing and continuing scourge of phishing emails, and provides
actionable defensive techniques and tools to help you steer clear of malicious emails. Phishing is analyzed
from the viewpoint of human decision-making and the impact of deliberate influence and manipulation on
the recipient. With expert guidance, this book provides insight into the financial, corporate espionage, nation
state, and identity theft goals of the attackers, and teaches you how to spot a spoofed e-mail or cloned
website. Included are detailed examples of high profile breaches at Target, RSA, Coca Cola, and the AP, as
well as an examination of sample scams including the Nigerian 419, financia themes, and post high-profile
event attacks. Learn how to protect yourself and your organization using anti-phishing tools, and how to
create your own phish to use as part of a security awareness program.

Phishing is a social engineering technique through email that deceives usersinto taking an action that is not
in their best interest, but usually with the goal of disclosing information or installing malware on the victim's
computer. Phishing Dark Waters explains the phishing process and techniques, and the defenses available to
keep scammers at bay.

- Learn what a phish is, and the deceptive ways they've been used

- Understand decision-making, and the sneaky ways phishersreel you in

- Recognize different types of phish, and know what to do when you catch one

- Use phishing as part of your security awareness program for heightened protection

Attempts to deal with the growing number of phishing incidents include legislation, user training, public
awareness, and technical security, but phishing still exploits the natural way humans respond to certain
situations. Phishing Dark Watersis an indispensible guide to recognizing and blocking the phish, keeping
you, your organization, and your finances safe.
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Editorial Review
From the Back Cover
Learn to catch a phish without becoming live bait.

Phishing e-mails create daily havoc for both individuals and organizations. A socia engineering technique
that preys on our human nature, phishing remains remarkably successful for scammers and malicious social
engineers despite increasingly sophisticated security programs and awareness campaigns. Christopher
Hadnagy and Michele Fincher, practitioners and consultants in human-based security, have spent years
working to understand how and why phishing works. In this book, they dissect what a phish is, why it
succeeds, and the principles behind it, fully exposing all of its flaws and detailing innovative ways to defend
against it.

Focusing on the basics of the phish, the underlying psychology, the skillful use of influence, and a creative
program to use the phisher's weapons against him, this highly readable guide provides tools for both
individuals and corporations. Hadnagy and Fincher examine some of the most current and effective phish,
show you how to spot a spoofed e-mail or cloned website, explore phishing education platforms that work,
and demonstrate how to create your own phish to use in your security awareness program.

Despite legidation, user training, public awareness, and technical security, phishing persists because it
exploits our natural responses to e-mail requests. Phishing Dark Waters, The Offensive and Defensive Sdes
of Malicious E-mails arms you with a greater understanding of:

- The psychological principles that make phishing effective

- High-profile breaches, including Target, RSA, and Coca-Cola, that began with a phish

- Common scams, including those following natural disasters and other highly publicized events

- Different goals of attackers: financial, corporate espionage, national security, and identity theft threats

- How to protect your enterprise with a corporate phishing program and integrate it into company policies
- Waysto catch aphish

- Why most security awareness programs don't work

About the Author

Christopher Hadnagy is the lead developer of www.social-engineer.org, the world’ s first social engineering
framework. In more than 14 years of security and IT activity, he has partnered with the team at
www.backtrack-linux.org and worked on awide variety of security projects. He also serves astrainer and
lead socia engineer for Offensive Security’ s penetration testing team.

Christopher Hadnagy is the lead developer of www.social-engineer.org, the world’ sfirst social engineering
framework. In more than 14 years of security and IT activity, he has partnered with the team at
www.backtrack-linux.org and worked on awide variety of security projects. He also serves as trainer and
lead social engineer for Offensive Security’ s penetration testing team.

Users Review

From reader reviews:
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James Williamson:

What do you concerning book? It is not important together with you? Or just adding material when you
really need something to explain what the one you have problem? How about your time? Or are you busy
particular person? If you don't have spare time to try and do others business, it is make one feel bored faster.
And you have extratime? What did you do? All people has many questions above. The doctor hasto answer
that question due to the fact just their can do in which. It said that about guide. Book isfamiliar on every
person. Yes, it is appropriate. Because start from on kindergarten until university need this specific Phishing
Dark Waters: The Offensive and Defensive Sides of Malicious Emails to read.

Maria Lamotte:

This book untitled Phishing Dark Waters: The Offensive and Defensive Sides of Malicious Emailsto be one
of several booksin which best seller in this year, that's because when you read this e-book you can get alot
of benefit into it. You will easily to buy this specific book in the book retail store or you can order it by
means of online. The publisher of the book sells the e-book too. It makes you easier to read this book, since
you can read this book in your Cell phone. So there is no reason to your account to past this e-book from
your list.

Susan Frame:

What is your hobby? Have you heard in which question when you got scholars? We believe that that concern
was given by teacher on their students. Many kinds of hobby, Everybody has different hobby. And aso you
know that little person such as reading or as looking at become their hobby. Y ou should know that reading is
very important in addition to book asto be the issue. Book isimportant thing to increase you knowledge,
except your own personal teacher or lecturer. Y ou discover good news or update about something by book.
Numerous books that can you take to be your object. One of them is actually Phishing Dark Waters: The
Offensive and Defensive Sides of Malicious Emails.

Christopher Bohner:

Many people said that they feel bored when they reading a book. They are directly felt that when they get a
half parts of the book. Y ou can choose typicaly the book Phishing Dark Waters. The Offensive and
Defensive Sides of Malicious Emails to make your personal reading is interesting. Y our personal skill of
reading skill is developing when you just like reading. Try to choose straightforward book to make you enjoy
to seeit and mingle the impression about book and reading through especially. It isto be initial opinion for
you to like to open abook and learn it. Beside that the book Phishing Dark Waters: The Offensive and
Defensive Sides of Malicious Emails can to be your brand-new friend when you're experience aone and
confuse in what must you're doing of thistime.
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