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For cloud users and providers alike, security is an everyday concern, yet there are
very few books covering cloud security as a main subject. This book will help
address this information gap from an Information Technology solution and
usage-centric view of cloud infrastructure security. The book highlights the
fundamental technology components necessary to build and enable trusted
clouds. Here also is an explanation of the security and compliance challenges
organizations face as they migrate mission-critical

applicationsto the cloud, and how trusted clouds, that have their integrity rooted
in hardware, can address these challenges.

This book provides:

- Use cases and solution reference architectures to enable infrastructure integrity
and the creation of trusted pools leveraging Intel Trusted Execution
Technology (TXT).

- Trusted geo-location management in the cloud, enabling workload and data
location compliance and boundary control usages in the cloud.

- OpenStack-based reference architecture of tenant-controlled virtual machine
and workload protection in the cloud.

- A reference design to enable secure hybrid clouds for a cloud bursting use case,
providing infrastructure visibility and control to organizations.

"A valuable guide to the next generation of cloud security and hardware based
root of trust. More than an explanation of the what and how, is the explanation of
why. And why you can't afford to ignoreit!" —Vince Lubsey, Vice President,
Product Development, Virtustream Inc.

" Raghu provides a valuable reference for the new 'inside out' approach, where
trust in hardware, software, and privileged usersis never assumed—but instead
measured, attested, and limited according to least privilege principles." —John
Skinner, Vice President, HyTrust Inc.
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"Traditional parameter based defenses are in sufficient in the cloud. Raghu's
book addresses this problem head-on by highlighting unique usage models to
enabl e trusted infrastructure in this open environment. A must read if you are
exposed in cloud." —Nikhil Sharma, Sr. Director of Cloud Solutions, Office
of CTO, EMC Corporation
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For cloud users and providers alike, security is an everyday concern, yet there are very few books covering
cloud security as amain subject. This book will help address this information gap from an Information
Technology solution and usage-centric view of cloud infrastructure security. The book highlights the
fundamental technology components necessary to build and enable trusted clouds. Here alsoisan
explanation of the security and compliance challenges organizations face as they migrate mission-critical

applications to the cloud, and how trusted clouds, that have their integrity rooted in hardware, can address
these challenges.

This book provides:

- Use cases and solution reference architectures to enable infrastructure integrity and the creation of trusted
poolsleveraging Intel Trusted Execution Technology (TXT).

- Trusted geo-location management in the cloud, enabling workload and data location compliance and
boundary control usagesin the cloud.

- OpenStack-based reference architecture of tenant-controlled virtual machine and workload protectionin
the cloud.

- A reference design to enable secure hybrid clouds for a cloud bursting use case, providing infrastructure
visibility and control to organizations.

"A valuable guide to the next generation of cloud security and hardware based root of trust. More than an
explanation of the what and how, is the explanation of why. And why you can’t afford to ignoreit!" —Vince
Lubsey, Vice President, Product Development, Virtustream Inc.

" Raghu provides a valuable reference for the new 'inside out' approach, where trust in hardware, software,
and privileged usersis never assumed—nbut instead measured, attested, and limited according to least
privilege principles." —John Skinner, Vice President, HyTrust Inc.

"Traditional parameter based defenses are in sufficient in the cloud. Raghu's book addresses this problem
head-on by highlighting unigue usage models to enable trusted infrastructure in this open environment. A
must read if you are exposed in cloud.” —Nikhil Sharma, Sr. Director of Cloud Solutions, Office of
CTO, EMC Corporation
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Editorial Review

About the Author

Raghu Y eluri isaPrincipal Engineer and lead Security Solutions Architect in the Data Center & Cloud
Products Group at Intel Corporation with focus on virtualization and cloud security usages, solution
architectures and technology initiatives. In thisrole, he drives security solution Pathfinding and devel opment
to deliver hardware-assisted security solutions that enable deep visibility, orchestration and control in multi-
tenant Clouds. Prior to thisrole, he has worked in various engineering and architecture positions in systems
development and deployment, focusing on service-oriented architectures and large data analytics, in
Information Technology and Manufacturing Technology groups during the last 15+ years at Intel. Raghu has
multiple patents filed in security, attestation and control in virtualization and cloud computing, and heisa
co-author of abook, Creating the Infrastructure for Cloud Computing: An Essential Handbook for IT
Professionals. He holdsa M S degree in Computer Science, and a B.S in Electrical Engineering, and was
involved in multiple Artificial Intelligence/Knowledge-Engineering startup ventures, prior to joining Intel.

Users Review
From reader reviews:
Samuel Travis:

Why don't make it to become your habit? Right now, try to ready your time to do the important take action,
like looking for your favorite book and reading a reserve. Beside you can solve your condition; you can add
your knowledge by the e-book entitled Building the Infrastructure for Cloud Security: A Solutions View
(Expert's Voice in Internet Security). Try to stumble through book Building the Infrastructure for Cloud
Security: A Solutions View (Expert's Voice in Internet Security) as your close friend. It means that it can
being your friend when you truly feel alone and beside that course make you smarter than before. Yeah, itis
very fortuned for yourself. The book makes you alot more confidence because you can know every thing by
the book. So , we need to make new experience in addition to knowledge with this book.

Jaime Worm:

This Building the Infrastructure for Cloud Security: A Solutions View (Expert's Voicein Internet Security)
book is not ordinary book, you have it then the world isin your hands. The benefit you get by reading this
book will be information inside this book incredible fresh, you will get facts which is getting deeper you read
alot of information you will get. This specific Building the Infrastructure for Cloud Security: A Solutions
View (Expert's Voice in Internet Security) without we realize teach the one who studying it become critical

in thinking and analyzing. Don't be worry Building the Infrastructure for Cloud Security: A Solutions View
(Expert's Voicein Internet Security) can bring any time you are and not make your carrier space or
bookshelves turn out to be full because you can have it inside your lovely laptop even telephone. This
Building the Infrastructure for Cloud Security: A Solutions View (Expert's Voice in Internet Security) having
fine arrangement in word along with layout, so you will not sense uninterested in reading.
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Caroline Gonzalez:

The publication with title Building the Infrastructure for Cloud Security: A Solutions View (Expert's Voice
in Internet Security) includes alot of information that you can study it. Y ou can get alot of profit after read
this book. This book exist new know-how the information that exist in this guide represented the condition of
the world today. That isimportant to yo7u to understand how the improvement of the world. This particular
book will bring you inside new era of the the positive effect. Y ou can read the e-book on your smart phone,
S0 you can read this anywhere you want.

Raymond Dixon:

Reading a book to get new life stylein this year; every people lovesto study a book. When you learn a book
you can get alots of benefit. When you read books, you can improve your knowledge, mainly because book
has alot of information on it. The information that you will get depend on what kinds of book that you have
read. If you wish to get information about your research, you can read education books, but if you want to
entertain yourself read afiction books, this kind of us novel, comics, and soon. The Building the
Infrastructure for Cloud Security: A Solutions View (Expert's Voicein Internet Security) provide you with
new experience in looking at a book.
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